
Security Report
Period: 2025-09-01 to 2025-09-30

Generated At: 2025-10-09 10:43:15

Application Server Domain/IP: All

User: All



Pre-Protection: Poor

Security Status Without Policies

Post-Protection: Excellent

Current Security Status

1 Security Summary
1.1 Summary

Period: 2025-09-01 to 2025-09-30

With policies configured, overall security rating can be raised to Excellent
Without security policies enabled, the following attacks cannot be blocked or detected by Network Secure

Firewall:

XX.XX.XX.130,XX.XX.XX.146, 

XX.XX.XX.42 server(9) has 

been Compromised. 
XX.XX.XX.9, XX.XX.XX.86, 

XX.XX.XX.21 host(554) has 

been Infected

Recommendation:

Follow the security enhancement recommendations in the

corresponding server security or endpoint security sections to fix

the issues as soon as possible.

161446307 attack(s) occurred.

Conclusion:

Overall security rating is Poor, though most of the attacks are 
blocked by Herza Network Secure Firewall.

No vulnerability has been

detected.

Conclusion:

None
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1.2 Trends

Attack Trends

As the number of total attacks increases, network security level goes down accordingly. More attack events

indicate more frequent attacks targeting specific servers. Likewise, the more vulnerabilities there are, the

more vulnerable the server, and the more likely intrusion may occur.

Total Attacks: Indicates the total number of attacks against protected zones. More attacks

indicate poorer network security.

Attack Events: Indicates the major attack events extracted and categorized based on a variety of

security logs and attack chain analysis techniques. The more attack events there are, the more

likely targeted endpoints in protected zones will be compromised. More attack events indicate

poorer network security.
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1.3 Vulnerability Distribution

No data available

1.4 Application Server Security

The following are the top attacked servers:

No. Status Target Server Business Asset Severity Last Detected Attack Count

1 Pending XX.XX.XX.130 - Attacked(4) 2025-09-30 23:40:13 271510

2 Pending XX.XX.XX.146 - Compromised(5) 2025-09-30 23:27:54 231564

3 Pending XX.XX.XX.42 - Compromised(5) 2025-09-30 23:12:36 214998

4 Pending XX.XX.XX.10 - Compromised(5) 2025-09-30 23:59:51 213386

5 Pending XX.XX.XX.94 - Compromised(5) 2025-09-30 23:14:22 229625

6 Pending XX.XX.XX.13 - Compromised(5) 2025-09-30 23:20:47 174748

7 Pending XX.XX.XX.111 - Compromised(5) 2025-09-30 23:42:58 157544

8 Pending XX.XX.XX.18 - Compromised(5) 2025-09-30 23:14:23 146063

9 Pending XX.XX.XX.112 - Compromised(5) 2025-09-30 23:32:59 145775

10 Pending XX.XX.XX.115 - Compromised(5) 2025-09-30 23:53:13 140569

Server Risk Distribution

Attack Events

The following are the major attack events categorized and extracted after analysis of security logs, with

the help of attack chain analysis techniques.

No.
Security

Event
Details

1
Compromise

d
No data available

Compromised (server has been infected with Trojan or tampered with)●

Bot controlled (host or server has become a Zombie )●

Attacked (server has been attacked, but no data proves that the attack was successful)●
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2
Bot

Controlled

9 server/host(s) has become zombie, among which are XX.XX.XX.146, XX.XX.XX.42, 

XX.XX.XX.10

3
Ever been

attacked

1) XX.XX.XX.130 has suffered 271510 attack(s), which fall into the following major 

types: Brute-force attack, SQL injection, System Vulnerability, ReverseShell, 

Database Vulnerability. Attack sources: 42859 occurrence(s) from 196.251.73.158 (The 

Netherlands), 25177 occurrence(s) from 45.134.26.237 (Russia), 22244 occurrence(s) 

from 148.113.191.228 (Canada)
2) XX.XX.XX.146 has suffered 231564 attack(s), which fall into the following major 

types: SQL injection, Brute-force attack, OS command injection, WebShell Upload, 

Database Vulnerability. Attack sources: 37354 occurrence(s) from 45.135.232.193

(Russia), 30204 occurrence(s) from 45.135.232.218 (Russia), 27342 occurrence(s) from 

45.135.232.21 (Russia)
3) XX.XX.XX.42 has suffered 214998 attack(s), which fall into the following major types: 

SQL injection, Brute-force attack, WebShell Upload, OS command injection, 

Database Vulnerability. Attack sources: 43109 occurrence(s) from 196.251.73.158 (The 

Netherlands), 23088 occurrence(s) from 45.134.26.237 (Russia), 12464 occurrence(s) 

from 45.135.232.193 (Russia)

No.
Security

Event
Details

Attack Sources

The following are the attack sources that have launched the most attacks against the server. We are

recommended to log in to the Network Secure Firewall manager and blacklist those attack sources in SOC

> Blacklist/Whitelist > Blacklist.

No. IP Address Attack Type Attack Count Source Location

1 XX.XX.XX.83

Web Vulnerability(155559592)

IoT Vuln Exploit(5778)

DNSTunnel(3)

Application Vulnerability(1)

155565374 Indonesia

2 XX.XX.XX.237
IoT Vuln Exploit(276951)

Brute-force attack(80)
277031 Russia

3 XX.XX.XX.218
IoT Vuln Exploit(260444)

Brute-force attack(32)
260476 Russia

4 XX.XX.XX.193
IoT Vuln Exploit(230907)

Brute-force attack(45)
230952 Russia

5 XX.XX.XX.194 IoT Vuln Exploit(199390) 199390 Indonesia
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6 XX.XX.XX.21
IoT Vuln Exploit(184409)

Brute-force attack(60)
184469 Russia

7 XX.XX.XX.201
IoT Vuln Exploit(151586)

Brute-force attack(152)
151738 Russia

8 XX.XX.XX.238
IoT Vuln Exploit(151043)

Brute-force attack(137)
151180 Russia

9 XX.XX.XX.236
IoT Vuln Exploit(138233)

Brute-force attack(165)
138398 Russia

10 XX.XX.XX.141
IoT Vuln Exploit(98811)

Brute-force attack(7051)
105862 United States

No. IP Address Attack Type Attack Count Source Location

Overseas Attack Sources

The following are the overseas attack sources that have launched the most attacks against the server. We

are recommended to log in to the Network Secure Firewall manager and blacklist those attack sources in

SOC > Blacklist/Whitelist > Blacklist

No. IP Address Attack Type Attack Count Source Location

No data available

1.5 User Security

Bots

The following are the most severe bot-infected hosts:

No. Status Infected Host Zone Severity Last Detected Detections

1 Pending XX.XX.XX.9 - Compromised(8) 2025-09-30 23:59:43 150276

2 Pending XX.XX.XX.86 - Compromised(8) 2025-09-30 23:59:53 113311

3 Pending XX.XX.XX.21 - Compromised(8) 2025-09-30 22:37:16 110518

4 Pending XX.XX.XX.222 - Compromised(8) 2025-09-30 23:59:27 95467

5 Pending XX.XX.XX.1 - Compromised(8) 2025-09-30 23:59:59 82039

6 Pending XX.XX.XX.75 - Compromised(8) 2025-09-30 23:59:54 81176

7 Pending XX.XX.XX.8 - Compromised(8) 2025-09-30 23:46:01 77937

8 Pending XX.XX.XX.174 - Compromised(8) 2025-09-30 23:59:43 74776

9 Pending XX.XX.XX.136 - Compromised(8) 2025-09-30 23:59:40 65873

10 Pending XX.XX.XX.11 - Compromised(8) 2025-09-30 23:58:37 65080

Download anti-malware software to scan for and remove malware on the infected host

Malicious Files
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The following are the top malicious files involved in 0-Day vulnerability exploits detected based on sandbox

technology.

No. File MD5 Virus Name Severity Infected Host Infected Hosts Last Detected

No data available

Malicious Website Database

The following are the top malicious websites involved in 0-Day vulnerability exploits detected based on

sandbox technology.

No. URL Category Host IP Hosts Detections Last Detected

No data available

1.6 Overall Security Enhancement Recommendations

1. Deal with and fix security issues by following the recommendations in SOC > Security Operations of

Network Secure Firewall manager.

2. Log in to the Network Secure Firewall manager and go to SOC > Business Asset Security > Passive

Vulnerability Scan to generate the Full Report and follow the recommendations to fix the existing

vulnerabilities.

3. To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist the above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

4. Follow the security enhancement recommendations in server and host security to fix security issues.
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2 Server Security
2.1 1XX.XX.XX.130 Security Details (To be Fixed)

1XX.XX.XX.130 Overall security rating: Attacked 
1XX.XX.XX.130 suffered 271510 attack(s)

Category Ever been attacked

Summary
1XX.XX.XX.130 has been attacked by 45.134.26.237(Russia, 7621 occurrences), IoT Vuln 

Exploit (13605)

Details

Start Time: 2025-09-15 00:00:04

End Time: 2025-09-15 14:18:36

More logs are available in Monitor > Logs > Security Logs > Web Application, Intrusion

Prevention, Website Browsing > Email Protection in Network Secure Firewall GUI.

Category Ever been attacked

Summary
1XX.XX.XX.130 has been attacked by 45.135.232.218(Russia, 7375 occurrences), IoT Vuln 

Exploit (7374), Brute-force attack (1)

Details

Start Time: 2025-09-24 00:00:13

End Time: 2025-09-24 13:23:00

More logs are available in Monitor > Logs > Security Logs > Web Application, Intrusion

Prevention, Website Browsing > Email Protection in Network Secure Firewall GUI.

Category Ever been attacked

Summary 1XX.XX.XX.130 has been attacked by 45.134.26.237(Russia, 5984 occurrences)

2.1.1 Attack Events
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Details

Start Time: 2025-09-14 00:00:07

End Time: 2025-09-14 23:59:55

More logs are available in Monitor > Logs > Security Logs > Web Application, Intrusion

Prevention, Website Browsing > Email Protection in Network Secure Firewall GUI.

No data available

The following are the major sources launched attacks against 103.79.130.130, 271510 attacks in total. You are

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

1 196.251.73.158
IoT Vuln Exploit(40014)

Brute-force attack(2845)
The Netherlands 42859

2 45.134.26.237
IoT Vuln Exploit(25172)

Brute-force attack(5)
Russia 25177

3 148.113.191.228
IoT Vuln Exploit(20766)

Brute-force attack(1478)
Canada 22244

4 45.135.232.218
IoT Vuln Exploit(20130)

Brute-force attack(2)
Russia 20132

5 45.135.232.193
IoT Vuln Exploit(12364)

Brute-force attack(3)
Russia 12367

The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2. Attacked

3. Blacklist Attacker IP

2.2 3X.XX.XX.146 Security Details (To be Fixed)

2.1.2 Vulnerabilities

2.1.3 Attack Sources

2.1.4 Security Enhancement Recommendations

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

All the attacks against the server have been blocked by HERZA Network Secure Firewall and 

vulnerabilities have been fixed. No more action is required.

●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●
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3X.XX.XX.146 Overall security rating: Compromised
3X.XX.XX.146 is controlled by an attacker and has suffered 231564 attack(s)

Category Bot controlled

Summary 3X.XX.XX.146 has been controlled remotely by an attacker and become a zombie.

Details 2025-09-30 20:20:23 Unknown traffic is found on 3389 port. (2 occurrence(s))

No data available

The following are the major sources launched attacks against 3X.XX.XX.146, 231564 attacks in total. You are 

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

1 45.135.232.193
IoT Vuln Exploit(37347)

Brute-force attack(7)
Russia 37354

2 45.135.232.218
IoT Vuln Exploit(30203)

Brute-force attack(1)
Russia 30204

3 45.135.232.21
IoT Vuln Exploit(27329)

Brute-force attack(13)
Russia 27342

4 45.134.26.238
IoT Vuln Exploit(23939)

Brute-force attack(15)
Russia 23954

5 45.134.26.201
IoT Vuln Exploit(23827)

Brute-force attack(17)
Russia 23844

The server has been attacked. Follow the recommendations below to enhance security.

2.2.1 Attack Events

2.2.2 Vulnerabilities

2.2.3 Attack Sources

2.2.4 Security Enhancement Recommendations
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1. Status

2. Bot Controlled

3. Blacklist Attacker IP

2.3 1XX.XX.XX.42 Security Details (To be Fixed)

1XX.XX.XX.42 Overall security rating: Compromised
1XX.XX.XX.42 is controlled by an attacker and has suffered 214998 

attack(s)

Category Bot controlled

Summary 1XX.XX.XX.42 has been controlled remotely by an attacker and become a zombie.

Details 2025-09-15 15:34:09 ICMP数据包大于64Byte.. (1 occurrence(s))

No data available

The following are the major sources launched attacks against 103.79.130.42, 214998 attacks in total. You are

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

1 196.251.73.158
IoT Vuln Exploit(40260)

Brute-force attack(2849)
The Netherlands 43109

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

Download anti-malware software to scan for and remove malware on the infected host. ●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●

2.3.1 Attack Events

2.3.2 Vulnerabilities

2.3.3 Attack Sources
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2 45.134.26.237
IoT Vuln Exploit(23081)

Brute-force attack(7) Russia 23088

3 45.135.232.193
IoT Vuln Exploit(12462)

Brute-force attack(2)
Russia 12464

4 119.197.158.233 IoT Vuln Exploit(11526) South Korea 11526

5 45.134.26.201
IoT Vuln Exploit(11430)

Brute-force attack(13)
Russia 11443

No. Attack Source Attack Type Source Location Attack Count

The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2. Bot Controlled

3. Blacklist Attacker IP

2.4 1XX.XX.XX.10 Security Details (To be Fixed)

1XX.XX.XX.10 Overall security rating: Compromised
1XX.XX.XX.10 is controlled by an attacker and has suffered 213386 attack(s)

Category Bot controlled

Summary 1XX.XX.XX.10 has been controlled remotely by an attacker and become a zombie.

2.3.4 Security Enhancement Recommendations

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

Download anti-malware software to scan for and remove malware on the infected host.●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●

2.4.1 Attack Events
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Details

2025-09-19 06:58:22 Reverse connection is established by SSH protocol on port 1294.. (1

occurrence(s))

2025-09-19 05:58:47 Reverse connection is established by SSH protocol on port 63612.. (1

occurrence(s))

No data available

The following are the major sources launched attacks against 1XX.XX.XX.10, 213386 attacks in total. You are 

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

1 103.177.95.194 IoT Vuln Exploit(199390) Indonesia 199390

2 172.96.191.10
Ftp Vulnerability(352)

IoT Vuln Exploit(18)
Singapore 370

3 103.120.68.55
Ftp Vulnerability(222)

IoT Vuln Exploit(29)
Indonesia 251

4 115.231.78.3 IoT Vuln Exploit(47) China 47

5 103.138.68.74 System Vulnerability(40) Indonesia 40

The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2. Bot Controlled

3. Blacklist Attacker IP

2.5 1XX.XX.XX.94 Security Details (To be Fixed)

1XX.XX.XX.94 Overall security rating: Compromised
1XX.XX.XX.94 is controlled by an attacker and has suffered 229625 

attack(s)

2.4.2 Vulnerabilities

2.4.3 Attack Sources

2.4.4 Security Enhancement Recommendations

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

Download anti-malware software to scan for and remove malware on the infected host.●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●
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Category Bot controlled

Summary 103.79.130.94 has been controlled remotely by an attacker and become a zombie.

Details 2025-09-30 22:03:46 Traffic on port: 3389 网上邻居Application. (2 occurrence(s))

No data available

The following are the major sources launched attacks against 1XX.XX.XX.94, 229625 attacks in total. You are 

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

1 45.135.232.218
IoT Vuln Exploit(20431)

Brute-force attack(1)
Russia 20432

2 45.134.26.237
IoT Vuln Exploit(19081)

Brute-force attack(8)
Russia 19089

3 148.113.191.228
IoT Vuln Exploit(16005)

Brute-force attack(1143)
Canada 17148

4 45.135.232.193
IoT Vuln Exploit(14197)

Brute-force attack(4)
Russia 14201

5 45.134.26.201
IoT Vuln Exploit(11518)

Brute-force attack(12)
Russia 11530

The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2.5.1 Attack Events

2.5.2 Vulnerabilities

2.5.3 Attack Sources

2.5.4 Security Enhancement Recommendations

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●
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2. Bot Controlled

3. Blacklist Attacker IP

2.6 1XX.XX.XX.13 Security Details (To be Fixed)

1XX.XX.XX.13 Overall security rating: Compromised
1XX.XX.XX.13 is controlled by an attacker and has suffered 174748 

attack(s)

Category Bot controlled

Summary 1XX.XX.XX.13 has been controlled remotely by an attacker and become a zombie.

Details 2025-09-30 23:59:48 ICMP数据包大于64Byte.. (2808 occurrence(s))

No data available

The following are the major sources launched attacks against 1XX.XX.XX1.13, 174748 attacks in total. You 

are recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

1 45.134.26.237
IoT Vuln Exploit(24470)

Brute-force attack(5)
Russia 24475

2 45.135.232.218
IoT Vuln Exploit(14361)

Brute-force attack(2)
Russia 14363

Download anti-malware software to scan for and remove malware on the infected host. ●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●

2.6.1 Attack Events

2.6.2 Vulnerabilities

2.6.3 Attack Sources
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3 45.135.232.21
IoT Vuln Exploit(13642)

Brute-force attack(4) Russia 13646

4 45.135.232.193
IoT Vuln Exploit(13137)

Brute-force attack(3)
Russia 13140

5 45.134.26.238
IoT Vuln Exploit(12642)

Brute-force attack(10)
Russia 12652

No. Attack Source Attack Type Source Location Attack Count

The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2. Bot Controlled

3. Blacklist Attacker IP

2.7 1XX.XX.XX.111 Security Details (To be Fixed)

1XX.XX.XX.111 Overall security rating: Compromised
1XX.XX.XX.111 is controlled by an attacker and has suffered 157544 attack(s)

Category Bot controlled

Summary 1XX.XX.XX.111 has been controlled remotely by an attacker and become a zombie.

2.6.4 Security Enhancement Recommendations

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

Download anti-malware software to scan for and remove malware on the infected host. ●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●

2.7.1 Attack Events
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Details

2025-09-30 16:45:03 Through the pioneered active detection technology, it is detected 
that the internal host (1XX.XX.XX.111) is trying to request for access to the address of 

the mining pool (193.32.162.142:43226).. (1 occurrence(s))

2025-09-30 10:34:09 Through the cloud-based engine, it is detected that the internal 
host (1XX.XX.XX.111) is trying to communicate with the malicious IP address

(198.235.24.194:50600).. (1 occurrence(s))

2025-09-30 06:39:42 Through the pioneered active detection technology, it is detected 
that the internal host (1XX.XX.XX.111) is trying to request for access to the address of 

the mining pool (193.32.162.142:40607).. (1 occurrence(s))

2025-09-30 05:50:30 Through the cloud-based engine, it is detected that the internal 
host (1XX.XX.XX.111) is trying to communicate with the malicious IP address

(194.233.71.25:46137).. (1 occurrence(s))

2025-09-30 05:34:44 Through the cloud-based engine, it is detected that the internal 
host (1XX.XX.XX.111) is trying to communicate with the malicious IP address

(3.137.73.221:46008).. (1 occurrence(s))

No data available

The following are the major sources launched attacks against 1XX.XX.XX.111, 157544 attacks in total. You are 

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

1 45.134.26.237
IoT Vuln Exploit(27210)

Brute-force attack(6)
Russia 27216

2 45.135.232.218
IoT Vuln Exploit(20302)

Brute-force attack(4)
Russia 20306

3 45.135.232.193
IoT Vuln Exploit(12372)

Brute-force attack(2)
Russia 12374

4 148.113.191.228
IoT Vuln Exploit(10712)

Brute-force attack(764)
Canada 11476

5 45.134.26.238
IoT Vuln Exploit(10562)

Brute-force attack(6)
Russia 10568

2.7.2 Vulnerabilities

2.7.3 Attack Sources
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The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2. Bot Controlled

3. Blacklist Attacker IP

2.8 1XX.XX.XX.18 Security Details (To be Fixed)

1XX.XX.XX.18 Overall security rating: Compromised
1XX.XX.XX.18 is controlled by an attacker and has suffered 146063 attack(s)

Category Bot controlled

Summary 1XX.XX.XX.18 has been controlled remotely by an attacker and become a zombie.

Details 2025-09-23 19:13:26 ICMP数据包大于64Byte.. (2 occurrence(s))

No data available

The following are the major sources launched attacks against 103.178.152.18, 146063 attacks in total. You are

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

2.7.4 Security Enhancement Recommendations

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

Download anti-malware software to scan for and remove malware on the infected host.●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●

2.8.1 Attack Events

2.8.2 Vulnerabilities

2.8.3 Attack Sources
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1 218.78.64.130
IoT Vuln Exploit(24013)

Brute-force attack(1703)
China 25716

2 45.134.26.237
IoT Vuln Exploit(12013)

Brute-force attack(4)
Russia 12017

3 45.135.232.193
IoT Vuln Exploit(11446)

Brute-force attack(3)
Russia 11449

4 45.135.232.21
IoT Vuln Exploit(9701)

Brute-force attack(2)
Russia 9703

5 45.135.232.218
IoT Vuln Exploit(8519)

Brute-force attack(2)
Russia 8521

No. Attack Source Attack Type Source Location Attack Count

The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2. Bot Controlled

3. Blacklist Attacker IP

2.9 1XX.XX.XX.112 Security Details (To be Fixed)

1XX.XX.XX.112 Overall security rating: Compromised
1XX.XX.XX.112 is controlled by an attacker and has suffered 145775 attack(s)

2.8.4 Security Enhancement Recommendations

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

Download anti-malware software to scan for and remove malware on the infected host.●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●

2.9.1 Attack Events
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Category Bot controlled

Summary 1XX.XX.XX.112 has been controlled remotely by an attacker and become a zombie.

Details

2025-09-30 22:27:36 Through the cloud-based engine, it is detected that the internal 
host (1XX.XX.XX.112) is trying to communicate with the malicious IP address

(3.137.73.221:58800).. (2 occurrence(s))

2025-09-30 05:50:18 Through the cloud-based engine, it is detected that the internal 
host (1XX.XX.XX.112) is trying to communicate with the malicious IP address

(194.233.71.25:46153).. (1 occurrence(s))

2025-09-30 05:33:59 Through the cloud-based engine, it is detected that the internal 
host (1XX.XX.XX.112) is trying to communicate with the malicious IP address

(3.137.73.221:43582).. (1 occurrence(s))

2025-09-30 01:19:43 Through the pioneered active detection technology, it is detected 
that the internal host (1XX.XX.XX.112) is trying to request for access to the address of 

the mining pool (193.32.162.142:46338).. (1 occurrence(s))

No data available

The following are the major sources launched attacks against 1XX.XX.XX.112, 145775 attacks in total. You are 

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

1 220.73.136.106
IoT Vuln Exploit(33331)

Brute-force attack(2380)
South Korea 35711

2 45.134.26.237
IoT Vuln Exploit(19815)

Brute-force attack(4)
Russia 19819

3 45.135.232.218
IoT Vuln Exploit(11763)

Brute-force attack(3)
Russia 11766

4 45.134.26.238
IoT Vuln Exploit(10052)

Brute-force attack(8)
Russia 10060

5 45.134.26.236
IoT Vuln Exploit(9894)

Brute-force attack(12)
Russia 9906

2.9.2 Vulnerabilities

2.9.3 Attack Sources

2.9.4 Security Enhancement Recommendations
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The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2. Bot Controlled

3. Blacklist Attacker IP

2.10 1XX.XX.XX.115 Security Details (To be Fixed)

1XX.XX.XX.115 Overall security rating: Compromised
1XX.XX.XX.115 is controlled by an attacker and has suffered 140569 attack(s)

Category Bot controlled

Summary 1XX.XX.XX.115 has been controlled remotely by an attacker and become a zombie.

Details 2025-09-30 23:52:36 Unknown traffic is found on 21 port. (142 occurrence(s))

No data available

The following are the major sources launched attacks against 103.149.177.115, 140569 attacks in total. You are

recommended to blacklist in SOC > Blacklist/Whitelist > Blacklist.

No. Attack Source Attack Type Source Location Attack Count

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

Download anti-malware software to scan for and remove malware on the infected host.●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●

2.10.1 Attack Events

2.10.2 Vulnerabilities

2.10.3 Attack Sources
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1 45.135.232.218
IoT Vuln Exploit(18795)

Brute-force attack(2) Russia 18797

2 45.134.26.237
IoT Vuln Exploit(15645)

Brute-force attack(5)
Russia 15650

3 45.135.232.21
IoT Vuln Exploit(12297)

Brute-force attack(3)
Russia 12300

4 45.134.26.201
IoT Vuln Exploit(9676)

Brute-force attack(9)
Russia 9685

5 45.134.26.236
IoT Vuln Exploit(9635)

Brute-force attack(12)
Russia 9647

No. Attack Source Attack Type Source Location Attack Count

The server has been attacked. Follow the recommendations below to enhance security.

1. Status

2. Bot Controlled

3. Blacklist Attacker IP

2.10.4 Security Enhancement Recommendations

Add a corresponding policy to protect the server and then click on the flag icon to change Action status

(to Action has been taken) in SOC > Business Asset Security > Summary.

●

Download anti-malware software to scan for and remove malware on the infected host.●

To prevent subsequent attacks from the above sources, log in to the Network Secure Firewall manager

and blacklist above IP addresses in SOC > Blacklist/Whitelist > Blacklist.

●
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4 How To Assess Risks & Impacts
4.1 How To Assess Risks

Server security is based on comprehensive analysis of all the security logs related to the internal

servers in protected zones. Server security rating falls into four types: Compromised/Bot controlled,

Attacked, Data harvested and Vulnerable. Host security is based on comprehensive analysis of all network

security logs related to all the hosts in protected zones, and rating also falls into four types: Compromised,

High, Medium and Low. Overall security is assessed according to server and host security, and the rating

falls into the following:

Overall Security is rated Poor :

Overall Security is rated Medium :

Overall Security is rated Good :

Overall Security is rated Excellent :

4.2 Impacts

A backlink is a hidden hyperlink that links from a tampered webpage back to a specific webpage or 

website, also called inbound link. A hidden backlink is generally used to illegitimately link to another 

website, or to obtain WebShell of websites with high page rank (PR) or weight in search engine after 

employing vulnerabilities on the web server. A backlink is no different from an outbound link in nature, with 

the same purpose of improving page rank, but may cause legal risk if the website is linked to gambling, 

games, pornography or other illegal content.

This indicates that severity of at least one server is rated Compromised or severity of at least one host

is rated Compromised

●

This indicates that severity of at least one server is rated Attacked or severity of at least one host is

rated High

●

This indicates that severity of at least one server is rated Data Harvested or severity of at least one

host is rated Medium

●

This indicates that severity of at least one server is rated Vulnerable or severity of at least one host is

rated Low

●

This indicates that no server is vulnerable or has been attacked, or no host is likely infected with

malware.

●

4.2.1 Backlink
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Recommendations:

The attacker exploits a known web server vulnerability and injects WebShell onto the web server to gain 
remote access and conduct malicious activities.

Recommendations:

The attacker takes advantage of a known web server vulnerability and injects WebShell onto the web

server. This allows the attacker to visit the WebShell page, execute system commands and have persistent

control of the web server.

Recommendations:

Worm, virus or Trojan infected hosts can be controlled remotely by attackers to launch attacks such as 

DoS and APT attacks, aiming to destroy the network or critical application systems and steal confidential 

data.

Recommendations:

The attacker employs advanced techniques to initiate intrusions and attacks against a specific

enterprise network, with the purpose of stealing corporate data after long-term planning and operating.

Because attackers are very good at hiding, data theft may turn to cyber spying eventually.

●

●

Check source code of backlink-injected webpage and remove the injected backlink.

Download anti-malware software, scan for and remove the backlink injected into the website

4.2.2 WebShell Backdoor

●

●

Download anti-malware software, scan for and remove the potential WebShell or viruses on the 

server.

Configure a corresponding web application protection rule and set Action to Deny.

4.2.3 WebShell Upload

●

●

Download anti-malware software, scan for and remove the potential WebShell or viruses on the 

server.

Configure a corresponding web application protection rule and set Action to Deny.

4.2.4 Bot Controlled

● Download anti-malware software to scan for and remove malware on the infected host.

4.2.5 Attacked
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Recommendations:

No. Severity Description
Rati

ng

1
Compro

mised
Server has been compromised with WebShell or backlink, etc. 5

2
Attacke

d

It is unknown if the server has been compromised, but log archives show

evidence of SQL injection, brute-force login, Webshell upload, etc.
3-4

3

Data

harvest

ed

It is unknown if the server has been compromised, but there is evidence that

data has been harvested.
2

SQL Injection: The attacker exploits a database vulnerability and steals data from it, causing data and

account leaks.

●

Brute-force Attack: The attacker uses tools to perform brute-force attacks against the servers with

password-based authentication enabled.

●

XSS Attack: The attacker exploits a vulnerability to execute commands, obtain system running

information, create new system user accounts and enable remote access to control the web server.

●

Configure a corresponding web application protection rule and set Action to Deny.●

Configure a corresponding Intrusion Prevention rule and set action to Deny.●

4.2.6 Server Security Ratings

Stages of Attack●

Severity●
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4 Vulnera

ble

It is unknown if the server has been compromised, but it contains security

vulnerabilities.
1

No. Severity Description
Rati

ng

No. Severity
Rati

ng
Description

1

Compromised

Host is infected with

malware.

10

9

8

Host visits malicious URL, domain name or IP address related

to known malware, exfiltrates data or may have infected the

database server.

Host visits malicious URL, domain name and IP address

related to known malware, attempts to spread malicious file to

other hosts.

Host visits URL, domain name or IP address related to known

malware.

4.2.7 Host Security Ratings

Stages of Attack●

Severity●
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2

High

Host is very likely infected

with malware.

7

6

5

Host launches outgoing DDoS attacks or visits suspicious

Conficker domain names.

Host sends or receives suspicious packets related to malware,

or spreads malicious shellcode.

Host visits DGA-generated domain names, or initiates reverse

connection.

3

Medium

Host is not acting like an

infected host but malware

has been downloaded.

4

3

Host downloads malicious executable files, PDF files or Trojan

virus-infected webpage, but has not been infected yet.

Host downloads suspicious files, such as those with

unmatching name and extension, but has not been infected

yet.

4

Low

Host may be infected with

malware.

2

1

Host uses protocols related to malware (such as IRC, HFS, etc.)

and visits suspicious domain names or IP addresses related to

malware.

Suspicious traffic is detected, such as SSL protocol used on

ports other than port 443, but severity is low. Host may visit

phishing websites/emails that steal account information.

No. Severity
Rati

ng
Description
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